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Who am I... 4

. Education: Electronics and Software Engineer
Profession: Enterprise Architect

Experience with Test Data Management
‘ as well as Test Automation in the
Pharma Industry

General Data Management
Experience from working with Big Data
and loT

Personal: Married, Trail runner, Grand

. children

‘ Strangest food: Insects
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Trends affecting
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Trends affecting Test Data Management

Changing development paradigms (DevOps)



Trends affecting Test Data Management

Increasing data regulations (GDPR)



Trends affecting Test Data Management

Systems decreasing in size and scope
(microservices) with individual life-cycles



Trends affecting Test Data Management

Cloud computing



Trends affecting Test Data Management ®

Test Data Management (TDM) needs to change and adapt
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Test Data
Management
Issues
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Test Data Management Issues

Dimensions

« Time

« Security

* Provisioning
« Size
 Consistency
« Agile

Decisions

Multiple identical test databases

Can I reuse an existing Test-DB?
Must I create a new instance?

Test data architecture

How can I provision a set of test-DBs for my “project”?
Can I use synthetic test data?
How can I pseudonymise/mask my test data?

Production data (GDPR etc.)

How can I use test data and comply with GDPR?

Agile (DevOps/DevSecOps/DataDevOps...)

How can I frequently get a fresh data set?

Sizing (small/big vs. representative)

How do I decide the size of data set and select the content?



Time Issues ¢

« Databases from multiple systems

* Must be derived from production at the same point in time
- OR
 Be generated with the same date interval in mind

« Time to restore test environment
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Security Issues
Relates primarily to data (derived) from production data — not to synthetic data!

» Access Rigths
- Who can see real and sensitive data in the test environment

« GDPR
* You will never get consent to use person identifiable data (PID) for the purpose of testing!

«  You will need to identify all attributes that could identify a person even in combination
- A group of attributes that together identify less than five persons will be considered PID

« Company confidential data should be treated in the same way as PID!
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Provisioning Issues

« Multiple projects sharing one test database
« Handling multiple copies of the same test database
« Test data from systems with different lifecycles
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Sizing Issues @

« Multiple identical test databases
« Multiple “projects” in different cycles need their own instance

« Sizing (small/big vs. representative)
« System Type: Data Entry => Small (synthetic?) data set
- System Type: Customer Segmentation => Big representative data set
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Consistency Issues

« Using PID in key necessitates masking/encrypting data from multiple systems in a
single session

« Fresh transaction data from one system doesn’t match master data from another
systems older test data set

 One project run a test that modifies test data also used by another project
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Agility Issues ®

« With continous development and integration (CD/CI)
* You need automatic (and fast) provisioning of the necessary test data set
« With complete and consistent content

- After completed test you want to get rid of test data, but keep a log of what was in the test
data set
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Test Data
Management Maturity




Test Data Management Maturity ®

A commonly acknowledged Test Data Management Maturity Model does not exist - yet!

|\\

There is a general "Data Management Maturity Model”, a "Data Governance Maturity
Assessment”, a "Data Quality Management Maturity Model” and a “"Master Data
Management Maturity Model”.

These would be used to guide the development of a Test Data Management Maturity Model

A Test Data Management Maturity Model would probably describe levels of maturity along
the six dimensions covered.

A Test Data Management Maturity Assessment would measure your maturity within the six

dimensions.
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Summary

« Multiple trends are pushing Test Data Management
« We have to change and adapt the way we work with test data

« A Test Data Management Maturity Model can guide improvements
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